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Anomaly detection algorithm of marine cloud platform virtual machine
based on LSTM-GRBM

HAN Zexin, WU Yongfang, ZHANG Lei, SI Jia, CHEN Gang

(National Marine Data and Information Service, Tianjin 300171, China)

Abstract: In deploying marine application systems via Virtual Machines (VMs) on marine cloud platforms, operational
disruptions such as hardware/software failures or cyberattacks may impede maritime services, thus necessitating accurate
VM anomaly detection. This paper proposes an Long Short—-Term Memory—Gaussian Restricted Boltzmann Machine
(LSTM-GRBM) hybrid algorithm for VM anomaly detection in marine cloud environments. The methodology involves:(1)
Extracting temporal features from VM performance metrics using LSTM networks; (2) Mitigating overfitting via Dropout
regularization; (3) Computing free energy values through GRBM and comparing them against a pre—trained parametric
benchmark model to identify anomalies. Validation experiments utilizing real-world VM performance datasets from
marine cloud platforms demonstrate the proposed model’s superior detection accuracy compared to baseline methods.
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